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Introduction 

Most  everyone  would  agree  that  e-mail  has  changed  the  way  in  which  we 
communicate  and  conduct  business.  As  a  business  tool,  we  use  it  to  rapidly  exchange 
information,  collaborate  on  projects,  and  make  announcements.  As  a  communication  tool,  e- 
mail  messages  generally  have  a  less  formal  tone  than  was  typical  of  written  correspondence 
found  in  letters  and  memorandums.  Thus,  many  users  fail  to  recognize  that  e-mail 
correspondence  can  be  either  a  record  as  defined  by  Missouri’s  State  and  Local  Records  law, 
RSMo.  109.200  to  109.310,  or  a  public  record  as  defined  by  our  Sunshine  Law,  RSMo.  610. 
In  some  cases,  it  may  be  both.  If  an  e-mail  correspondence  is  determined  to  be  a  record, 
then  it  must  be  maintained  within  a  recordkeeping  system.  Agencies  are  strongly  encouraged 
to  implement  an  e-mail  policy  that  covers  usage,  content,  public  access,  privacy,  and  records 
retention.  Records  Management  designed  the  following  standard  to  assist  agencies  with  the 
records  retention  portion  of  their  policies. 

E-mail  Records  v.  Nonrecords 

Not  all  records  are  valued  equally.  It  is  important  to  understand  the  distinction 
between  records  and  nonrecords.  The  meaning  of  the  term  record  depends  on  the  context  in 
which  it  is  being  used.  In  the  context  of  these  guidelines,  a  record  is  documentation  created 
or  received  and  used  by  an  office  or  agency  in  the  conduct  of  its  business.  To  be  an  accurate 
and  authentic  record,  the  documentation  must  contain  sufficient  content,  context,  and 
structure  to  provide  evidence  of  an  activity.  However,  the  physical  format  or  media  in  which 
the  documentation  is  conveyed  is  irrelevant. 

Not  all  e-mail  messages  document  official  state  business;  however,  many  do. 
Therefore,  agencies  must  be  aware  of  their  responsibility  to  manage  e-mail  records 
accordingly. 


Evidence  of  Official  State  Business 

E-mail  messages  that  document  decisions,  policies,  procedures,  resource 
expenditures,  operations,  or  delivery  of  services  are  evidence  of  official  state  business. 
Agencies  must  ensure  that  these  messages  are  appropriately  stored,  organized,  scheduled, 
and  disposed  of  according  to  the  their  approved  Records  Disposition  Schedule.  The 
following  examples  illustrate  the  lands  of  e-mail  messages  that  document  official  state 
business: 

•  General  correspondence  regarding  management,  financial,  operating  procedures, 
or  policy  matters  (including  items  such  as  purchase  orders) 

•  Interoffice  messages  regarding  management,  financial,  operating  procedures,  or 
policy  matters  (including  items  such  as  timesheets  and  travel  vouchers) 

•  Messages  regarding  state  policy  or  the  policy  process  (minutes  of  meetings, 
transcripts  of  hearings,  etc.) 

•  Messages  regarding  vital  public  information  (for  example,  critical  environmental 
data  and  reports) 

•  Listserv  messages  posted  in  an  official  capacity  (job  announcements,  etc.) 

•  Listserv  messages  that  are  relied  upon  in  the  development  of  management, 
financial,  operating  procedures,  or  policy  matters 
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Nonrecords  with  an  Official  Context 

E-mail  messages  may  have  an  official  context  but  not  be  part  of  a  business 
transaction.  Those  messages  are  nonrecords  and  should  not  be  retained  within  a 
recordkeeping  system.  The  following  examples  illustrate  e-mail  with  an  official  context,  but 
no  value  beyond  reference: 

•  General  departmental  correspondence  regarding  routine  business  activities 
(transmittal  messages  and  responses  to  routine  questions) 

•  Interoffice  messages  regarding: 

—  employee  activities  (holiday  parties,  etc.) 

—  phone  calls 

—  invitations  and  responses  to  work  related  events  (meetings,  etc.) 

•  Listserv  messages  other  than  those  posted  in  an  official  capacity  -  unless  the 
messages  are  relied  upon  in  the  development  of  management,  financial,  operating 
procedures,  or  policy  matters 

Personal  Transactions 

Any  e-mail  message  that  is  neither  created  nor  received  in  the  course  of  routine  or 
official  state  business  may  be  disposed  of  immediately.  Agencies  are  encouraged  to  define 
within  their  policies  how  much,  if  any,  personal  e-mail  is  acceptable. 

Filing  and  Maintenance 

Only  the  official  copy  of  a  record  must  be  filed  and  maintained  within  a 
recordkeeping  system.  The  same  is  true  of  e-mail  records.  Only  the  record  copy  must  be 
filed  and  maintained.  Additional  copies  are  considered  convenience  copies  and,  as  such,  are 
nonrecords.  These  may  be  disposed  of  when  they  no  longer  serve  a  purpose. 

Recordkeeping  systems  may  be  paper  based,  electronic,  or  a  combination  of  the  two. 
If  an  agency  chooses  to  maintain  printed  copies  of  e-mail,  the  procedures  to  do  so  must 
include  the  appropriate  transmission  data,  attachments,  calendars,  and  task  lists. 

If  agencies  use  a  software  program  to  automatically  capture,  manage,  and  identify  their 
electronic  records,  it  may  choose  to  include  e-mail  records  within  that  system.  Again, 
procedures  to  do  so  must  include  all  the  appropriate  transmission  data. 

Agencies  should  consider  the  ramifications  of  depending  on  the  users’  personal  e- 
mail  directories  to  act  as  the  recordkeeping  system.  Decentralization  is  counter-productive. 
Control  of  numerous  copies,  back-ups,  and  ultimate  disposition  is  more  difficult  to  maintain. 
Further,  such  ad-hoc  file  systems  may  not  meet  the  need  to  provide  easy  and  timely  retrieval. 
These  file  systems  are  dependent  upon  the  individual  user’s  availability  to  retrieve  specific 
records  or  upon  the  e-mail  system  administrator’s  ability  to  search  users’  directories.  This 
could  cause  undue  burden  on  agencies,  if  expedient  retrieval  is  necessitated.  RSMo.  610.023 
(3)  states: 

Each  request  for  access  to  a  public  record  shall  be  acted  upon  as  soon  as 

possible,  but  in  no  event  later  than  the  end  of  the  third  business  day 
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following  the  date  the  request  is  received  by  the  custodian  of  records  of  a 
public  governmental  body.  If  access  to  the  public  record  is  not  granted 
immediately,  the  custodian  shall  give  a  detailed  explanation  of  the  cause 
for  further  delay  and  the  place  the  earliest  time  and  date  that  the  record 
will  be  available  for  inspection.  This  period  for  document  production  may 
exceed  three  days  for  reasonable  cause. 

E-mail  Records  Preservation 

E-mail  that  fulfills  the  definition  of  a  record  must  be  preserved  within  a 
recordkeeping  system.  Further,  if  the  record  is  a  public  record,  it  must  be  maintain  in  a 
format  that  makes  it  available  to  the  public.  Agencies  must  ensure  their  records  are  accurate 
and  complete  regardless  of  physical  form  or  characteristics  throughout  the  retention 
period.  Several  areas  must  be  addressed  to  ensure  e-mail  messages  are  accurate  and 
complete.  The  recordkeeping  system  must  be  able  to  capture  the  appropriate  information,  to 
ensure  the  records  are  easily  accessible  throughout  their  retention  period,  and  to  ensure  for 
the  timely  disposition  of  records  once  their  retention  period  is  met. 

Agencies  should  attempt  to  ensure  that  as  much  transmission  data  as  is 
possible  is  kept  within  the  recordkeeping  system.  At  a  minimum  the 
recordkeeping  system  must  include  the  name  of  the  sender(s),  the 
recipient(s),  and  the  date  received.  Additionally,  if  receipt 
acknowledgements  are  a  part  of  the  e-mail  system,  users  should  include 
those  as  a  part  of  the  record  when  appropriate.  (For  example,  it  may  be 
appropriate  to  request  a  receipt  acknowledgement  when  distributing  a 
new  policy  to  staff.)  It  is  important  to  note  that  many  e-mail  systems  use 
aliases  to  identify  users.  Therefore,  a  means  of  deciphering  who  the  alias 
belongs  to  must  be  maintained.  The  same  is  tme  for  distribution  lists. 
There  must  be  a  method  to  identify  to  whom  the  individual  e-mail 
address  belong.  However,  when  the  e-mail  is  received  from  an  e-mail 
system  outside  an  agency’s  control,  this  may  be  an  impossible  task. 
Nonetheless,  agencies  must  make  a  reasonable  attempt  to  do  so. 

Authenticity  The  system  must  ensure  that  once  the  record  is  a  part  of  it,  it  cannot  be 

altered. 

Attachments  If  an  e-mail  attachment  meets  the  definition  of  a  record,  it  must  be 

maintained  within  the  recordkeeping  system. 

Some  e-mail  systems  include  calendars  and  task  lists  for  each  user.  If  the 
information  contained  in  the  calendar  or  task  list  documents  decisions, 
policies,  procedures,  resource  expenditures,  operations,  or  delivery  of 
services,  it  may  meet  the  definition  of  a  record.  Therefore,  agencies  must 
develop  a  method  of  retaining  those  records  within  the  recordkeeping 
system. 

Accessibility  Missouri’s  Sunshine  Law  provides  its  citizens  with  openness  in 
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government.  RSMo.  610.011  states,  “It  is  the  public  policy  of  this  state 
that  meetings,  records,  votes,  actions,  and  deliberations  of  public 
governmental  bodies  be  open  to  the  public  unless  otherwise  provided  by 
laws.  Sections  610.010  to  610.028  shall  be  liberally  construed  and  their 
exception  strictly  constmed  to  promote  this  public  policy.”  Some  e-mail 
correspondence  falls  under  the  purview  of  the  Sunshine  Law.  State 
agencies  have  a  duty  to  make  these  public  records  available  upon  request. 
RSMo.  610.023  (2)  states,  “Each  public  governmental  body  shall  make 
available  for  inspection  and  copying  by  the  public  of  that  body’s  public 
records.”  Therefore,  we  strongly  encourage  agencies  develop  systems 
and  procedures  to  make  e-mail  records  accessible  when  requested. 

To  ensure  the  records  are  easily  accessible  throughout  their  retention 
period  for  internal,  as  well  as  public  use,  the  recordkeeping  system  must: 

•  Provide  for  the  clear  identification  of  the  record 

•  Permit  easy  and  timely  retrieval  of  individual  records  and 
records  series 

•  Retain  the  records  in  a  usable  format 

•  Provide  for  transfer  of  records  with  historic  value  to  the  State 
Archives 

The  content  of  the  message  determines  how  long  it  must  be  retained.  E- 
mail  is  not  a  unique  record  series.  E-mail  is  simply  the  method  of 
transmission  —  like  a  fax  machine  or  the  postal  service.  Agency 
recordkeeping  requirements  may  differ.  Agencies  should  consult  their 
approved  Records  Disposition  Schedules  to  determine  the  appropriate 
retention  period  or  contact  the  Records  Management  Division  (573-751- 
3319)  for  advise. 

Regardless  of  the  type  of  media  used  to  store  e-mail  messages,  the 
recordkeeping  system  should  have  a  procedure  for  the  disposition  of 
records  once  their  retention  period  has  been  met.  However,  if  e-mail 
records  are  maintained  within  electronic  recordkeeping  systems,  agencies 
must  ensure  all  copies  including  back-ups  are  purged. 

Once  a  record  series  and  time  period  have  been  identified  as  part  of 
litigation,  a  temporary  hold  order  must  be  placed  on  the  covered  records. 
Agencies  must  establish  procedures  to  ensure  that  e-mail  records  are 
included  within  the  temporary  hold  order. 


